
Sophos UTM 
Unified protection for your business

 Ì Complete security: Full spectrum 
of security applications including 
firewall, VPN, IPS, email security, web 
filtering and application control.

 Ì Protection everywhere: We keep 
your users safe wherever they work, 
from the network to the endpoint and 
through the cloud.

 Ì Modular subscriptions: We offer 
optional subscriptions that let you 
design the level of protection that’s 
right for your business. 

 Ì Deployment flexibility: Choose 
a hardware, software or virtual 
appliance. Every appliance provides an 
identical feature set no matter if you 
protect 10 or 5,000 users.

 Ì Open architecture: Works on Intel-
compatible server systems, without 
the need for proprietary hardware 
chips.

 Ì Plug-and-protect VPN and Wi-Fi: 
Connect branch offices and mobile 
users in minutes through our 
configuration-less VPN and wireless 
extensions.

 Ì Easy to use: Easily manage our 
products without deep technical 
knowledge through our intuitive 
browser-based GUI.
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Sophos UTM gives you complete security from the network 
to the endpoint within a single modular appliance. Without 
the complexity of multiple point solutions it simplifies 
your IT management tasks, keeps you safe from viruses, 
spam and hackers, and keeps your employees working 
wherever they are. Our UTM solutions protect more 
than 100,000 computer networks in 60 countries.

Our hardware appliances are purpose built, high 
performance security devices. They integrate our security 
applications with a hardened Operating System on optimized 
Intel-compatible server systems that cater to every business 
size.

Our software appliances integrate all security applications 
with a hardened OS bundled within a single software 
image. Easily install on your hardware of choice, maximizing 
deployment flexibility, without compromising on security. 

Our virtual appliances are based on the software 
equivalent. Sophos UTM is the first unified threat 
management product to be certified as VMware Ready  
and Citrix Ready. It also runs in Microsoft Hyper-V and KVM 
virtual environments.

Hardware appliance UTM 110/120 UTM 220 UTM 320 UTM 425 UTM 525 UTM 625

Firewall throughput 1.8Gbit/s 3Gbit/s 3.4Gbit/s 6Gbit/s 23Gbit/s 40Gbit/s

VPN throughput 180Mbit/s 480Mbit/s 700Mbit/s 780Mbit/s 900Mbit/s 1,100Mbit/s

IPS throughput 240Mbit/s 750Mbit/s 1,300Mbit/s 2,000Mbit/s 3,300Mbit/s 5,800Mbit/s

Antivirus throughput (proxy) 70Mbit/s 165Mbit/s 235Mbit/s 520Mbit/s 560Mbit/s 980Mbit/s

UTM throughput 45Mbit/s 95Mbit/s 165Mbit/s 300Mbit/s 340Mbit/s 575Mbit/s

Concurrent connections 120,000 300,000 600,000 1.4 million 1.7 million 2.5 million

IPsec VPN tunnels 25 125 400 800 1,000 1,500

Ethernet interfaces (copper) 4*GE 8*GE 8*GE 6*GE 8*GE (default 
LAN module)

8*GE (default 
LAN module)

Ethernet interfaces (SFP) - - - 2*GE 8*GE (special
LAN-module)

8*GE (special
LAN-module)

Choose the deployment that’s right for you
Sophos UTM offers complete UTM protection for businesses of any size. You can 
choose to install on your platform as hardware, software or a virtual appliance—
whichever protection’s right for your business and best meets your needs. 
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Choose your security applications
Our Linux-based OS includes a free Sophos Essential Network Firewall license, 
providing fundamental security features like firewalling, networking tools, routing and 
secure remote access. As your needs evolve you can introduce features to add layers 
of protection to your security gateway.

Sophos UTM Network Protection protects against 
sophisticated types of worms and hacker exploits that a 
firewall alone can’t stop.

 Ì Includes a configurable intrusion protection system and 
flood protection against denial of service attacks.

 Ì Sophos RED, IPsec and SSL tunnel mechanisms provide 
flexible site-to-site and remote-access VPN connections 
between offices and mobile workers.

Sophos UTM Email Protection secures your corporate 
email from spam and viruses and keeps sensitive 
information from ending up in the wrong hands.

 Ì Empower users to manage their own spam quarantine, 
whitelist or blacklist emails, and search a personalized 
mail log.

 Ì Stop infected emails from entering your mailbox and 
protect confidential emails against illegitimate access.

Sophos UTM Web Protection lets you apply terms and 
conditions to protect your employees from web threats and 
control how they can spend their time online.

 Ì Limit the use of unwanted applications while giving 
priority to the ones your employees need to do their jobs.

 Ì Create dynamic reports on the fly to see how effective 
your policy is and make adjustments.

“We chose Sophos UTM for its all-in-one 
approach, trouble-free installation and 
management at an affordable price”.
Martin Bělohlávek, Systems Administrator, MAN ČR, MAN Group

Sophos UTM Webserver Protection protects your web 
servers and applications like Outlook Web Access (OWA) 
from modern attacks hackers use to steal sensitive 
information.

 Ì Protect personally identifiable information like credit card 
and social security numbers.

 Ì Helps you improve compliance efforts where a web 
application firewall is required.

Sophos UTM Wireless Protection dramatically simplifies 
the operation of secure wireless networks providing a 
reliable signal all over the office.

 Ì Centrally manage access points through the built-in 
wireless controller in the Sophos UTM appliance.

 Ì Easily set up various types of wired and wireless hotspots 
to grant temporary Internet access.

Sophos UTM Endpoint Protection lets you manage 
antivirus and device control on all your desktops, laptops and 
servers.

 Ì Protect your endpoints against malware and data loss 
even when they are not communicating through the 
gateway.

 Ì Centrally manage and enforce  policies for all your 
endpoints wherever they are.
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Try it now for free
Register for a free 30-day evaluation 
at www.sophos.com/try-utm

Add-ons
Every company’s network and operating mode is different. 
We provide you with a number of add-ons you can select and 
combine to suit your needs. 

Sophos RED:  
Securely connects branch offices without local setup 
Sophos RED (Remote Ethernet Device) is the easiest and 
most affordable way to secure your branch offices.

 Ì Automatically distribute Sophos RED configuration to 
your branch offices from your headquarters.

 Ì Forwarding all traffic to the central Sophos UTM 
appliance provides complete security—even for the 
smallest remote or home office.

 Ì Slash the total cost of ownership by 80% with no need for 
technical training or ongoing maintenance at the remote 
site.

Sophos Access Points:  
Provide secure and reliable Wi-Fi access  
Deploy the Sophos access points to secure your wireless 
networks easily and cost effectively.

 Ì Configuration-less access points minimize and centralize 
intelligence in the wireless controller.

 Ì Instantly protect all wireless clients through complete 
security provided by the central Sophos UTM appliance.

 Ì Reduce the total cost of ownership of a wireless LAN with 
less expensive upgrades and easy migration paths for 
future technology.

Sophos VPN Clients:  
Securely connect mobile users to your headquarters 
Sophos VPN clients provide easy to use and transparent 
remote access to all company applications through secure 
SSL or IPsec VPNs.

 Ì Provide mobile and home workers with secure remote 
access to corporate network data from any location at 
any time.

 Ì Secure and flexible remote access for any type of network 
environment or operating system.

 Ì Minimal administrative effort without the need to set up 
individual VPN clients.

Sophos Command Center (free):  
Centrally manage and monitor your UTM devices 
Allow users to see and work with all Sophos UTM appliances 
through a single log in.

 Ì Retrieve instant hardware reports and security trend 
information.

 Ì Monitor and manage all devices from a central 
management application.

 Ì Establish IPsec VPN tunnels and deploy policies to many 
installations in just a few clicks.


